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GNN-based NIDS: Graph Representation

Flow node (Vfl): one per network flow, with feature vector
Endpoint node (Vep): one per IP:Port pair
Connection: each flow connects to its source and destination endpoints

CB D

EB

D

CB

B DFlow F4

Flow F1

Flow F5

Flow F2

Step 1: Network traffic capture

Flow F3

B D

E

C

F1

F2

F3

F5
F4

Step 2: Graph representation

B D

E

C

F1

F2

F3

F5
F4

Step 3: Flow classification

Figure: GNN-based NIDS pipeline. The GNN classifies each flow by aggregating information
from its neighbourhood ⇒ captures inter-flow dependencies.
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Adversarial Attacks on GNNs

Graph structure is discrete
Edges either exist or not ⇒ no continuous gradient over structure ⇒ greedy search, not
gradient descent.

Feature-based attacks
Change flow attributes (bytes, duration,
packet count. . . )

Structure-based attacks
Add or remove flows in the graph

Why feature attacks fail for NIDS
Changing flow features could create physically invalid traffic1

⇒ Only structural attacks (injecting flows) are realistic.

1Pierazzi et al. 2020; Merzouk et al. 2022; Vitorino et al. 2023.
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Why Existing GNN Attacks Don’t Fit NIDS

White-box access
Need model gradients or

weights.a

NIDS reality: model is not
disclosed.

aZügner et al. 2018.

Edit existing flows
Modify or delete flows in the

graph.b

NIDS reality: No access to
historical data — injection

only.

bBojchevski and Günnemann
2019.

Ignore reachability
Inject to any endpoint.c

NIDS reality: destination must
have an open service port.

cVenturi et al. 2024.

Realistic attack constraints:
Realistic flow injection: No model parameters, injection-only, endpoint reachability.
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Threat Model

Capabilities:

Controls one external endpoint va
Injects new flow nodes toward
reachable destinations

• Injection-only: cannot remove
or modify existing flows

• Reachability: target must have
open service ports

Knowledge:

Black-box: no model weights or
gradients
Soft-label: logit query outputs only
Statistical patterns of
benign/malicious traffic

2 distinct objectives:

Evasion: misclassify a malicious flow as benign by injecting one or several flows
DoS: raise the False Positive Rate
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Attack Method
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RQ1 – Attack Feasibility

DoS:
FPR (False Positive Rate): ratio of
benign flows misclassified as
malicious out of all benign flows

FPR: 0.042 → 0.043 with 3,000
injected flows ⇒ Infeasible in
practice

Evasion:
ASR (Attack Success Rate): ratio of
malicious flows evading detection
out of all tried malicious flows

84.5% ASR (GraphSAGE-2L,
X-IIoTID), median 6 injected flows
to succeed

Key observation
Rapid gain in the first few injections, then a plateau
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RQ2 – What Drives Attack Cost?

Higher degree ⇒ more flows
to dilute
Malicious purity > 50%
⇒ 2× more flows needed
91.2% of attacks target
the victim endpoint
(receiving the initial malicious
flow)

Degree Mean Median

= 1 5.4 4
= 2 7.0 5
3–5 11.9 4
6–50 45.0 45
> 50 25.2 11

Table RQ2: Number of required cover flows by
endpoint degree, against GraphSAGE-2L on
X-IIoTID.

Key observation
Local structure determines attack difficulty: endpoint degree and neighbourhood purity
predict attack cost.
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RQ3 & RQ4 – Stealth and Transferability

Side effects (RQ3): no label flips outside
target, within 1–2 hops of victim — stealthy
and local.

Transferability (RQ4): strong to GCN
(similar aggregation).

GraphSAGE GCN GAT GIN

Layers 2 4 2 4 2 4 2 4

Attack Success Rate – 0.905 0.872 0.384 0.113 0.357 0.143 0.317

Table RQ4: Cross-architecture ASR at fixed injection budget K — attack designed against
GraphSAGE-2L

Key observation
Transfer depends on aggregation similarity to the surrogate (GraphSAGE = mean pooling).
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Conclusion & Open Problems

Findings:
84.5% evasion ASR, median 6
flows, realistic constraints
DoS effectively infeasible: benign
communities resist
Attack cost driven by local
structure
(endpoint degree + neighbourhood
purity)
Stealthy (1–2 hop locality) and
transferable
across architectures

Open Problems:
Hard-label setting: logit access is
not always realistic
⇒ attacker only sees accept/drop

Joint topology + feature
optimisation
Temporal graph dynamics
Robust architectures by design:
bound individual node influence
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Thank you!
Questions?

matthieu.mouzaoui@inria.fr
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Backup – RQ1: Evasion Margin Trajectory (Figure 3)
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Figure: Trajectory of margin changes at each attack step, for evasion instances on X-IIoTID
against GraphSAGE-2L. Rapid early gain then plateau: diminishing returns of the weakly
submodular objective.
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Backup – Greedy Flow Injection (Algorithm 1)

Input: graph G , model fθ, budget K , attack mode

1 Add attacker endpoint va; for evasion, also inject attack flow fab with malicious features

2 For t = 1, . . . , K :

1 For each reachable endpoint v : temporarily inject cover flow (va → v), query fθ
2 Compute marginal gain ∆ℓatk; keep best endpoint v∗

3 For evasion: early stop if prediction margin δvab > 0

Theoretical guarantee
Objective is weakly submodular [Wang et al., 2020]: greedy achieves (1 − e−γ)-approximation of the
optimum in O(K · |Vdst

ep |) model queries.
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Backup – Transferability across Representations (Table 3)

ASR (%) for attacks designed against heterogeneous GraphSAGE-2L,
evaluated on E-GraphSAGE targets (X-IIoTID)

Target model K K+1 K+2

E-GraphSAGE (2 layers) 86.6 90.2 90.2
E-GraphSAGE (4 layers) 87.2 91.2 91.1

K = minimum flows needed on the surrogate. Attack transfers well across representations.
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Backup – Full Transferability Results (Table 2)

ASR and TPR@FPR for attacks designed against GraphSAGE-2L, evaluated on target
architectures (X-IIoTID)

Target L K K+1 K+2 TPR@FPR

GAT 2 0.113 0.113 0.119 0.963
GAT 4 0.357 0.479 0.642 0.601

GCN 2 0.872 0.930 0.948 0.953
GCN 4 0.384 0.479 0.633 0.956

GIN 2 0.143 0.216 0.275 0.983
GIN 4 0.317 0.463 0.581 0.984

GraphSAGE 4 0.905 0.942 0.942 0.972
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Backup – Degree Analysis: Full Table (Table 1)

Required cover flows by endpoint degree — GraphSAGE-2L, X-IIoTID

Degree Group n Mean Median Std Dev

deg = 1 54 5.37 4.0 6.24
deg = 2 118 7.03 5.0 6.41
deg = 3–5 96 11.89 4.0 13.15
deg = 6–50 45 45.04 45.0 31.12
deg > 50 15 25.20 11.0 34.20

91.2% of attacks target the endpoint directly connected to the victim flow.
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Backup – Attack Formulation

C1: Additive-only
Cannot modify or remove existing flows —
preserves temporal consistency.

C2: Endpoint reachability
Injections only toward destinations with
reachable service ports.

Optimization:

G∗ = arg max
G ′ satisfies

C1, C2

ℓatk(G ′)

Evasion
ℓevasion = zab[0] − zab[1]
Maximize benign margin of attack flow fab.

DoS
ℓDoS =

∑
j∈Btest

(zj [1] − zj [0])
Maximize malicious logit of benign flows.

NP-hard
Combinatorial problem ⇒ greedy approximation (Algorithm 1). Objective is weakly submodular ⇒
(1 − e−γ)-approximation guarantee.

Mouzaoui et al. – SECRYPT 2026 11 / 12



Backup – Graph Representation & Message Passing

Heterogeneous graph: G = (Vfl ∪ Vep, E)
Vfl : flow nodes with feature vectors
Vep: endpoint (IP:Port) nodes
Each flow connects to source & destination
endpoint

Message passing (relation β → α, layer
l):

m(l+1)
N (a) = AGGR

{
h(l)

b , ∀b ∈ N (a)
}

h(l+1)
a = σ

(
W (l)

β→α CONCAT
(
h(l)

a , m(l+1)
N (a)

))

Prediction margin (binary):

δi = zi [0] − zi [1]

δi > 0: benign δi < 0: malicious

Aggregation (AGGR) by
architecture:

GraphSAGE, GCN: mean pooling
GAT: weighted attention
GIN: weighted sum

After L layers, each flow embedding is passed
to an MLP classifier returning logits z.
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GNN: Message Passing

Figure: Graph Neural Network, aggregation.
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