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GNN-based NIDS: Graph Representation

m Flow node (V4): one per network flow, with feature vector
m Endpoint node (V,,): one per IP:Port pair

m Connection: each flow connects to its source and destination endpoints

Step 1: Network traffic capture Step 2: Graph representation Step 3: Flow classification

0 Flow F: 0
FIowF4 Q FIowF3 @ _)

@ Flow F 0

Figure: GNN-based NIDS pipeline. The GNN classifies each flow by aggregating information
from its neighbourhood = captures inter-flow dependencies.
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GNN: Message Passing

TARGET NODE
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Figure: Graph Neural Network, aggregation. From?

"Hamilton n.d.
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Adversarial Attacks on GNNs

Graph structure is discrete

Edges either exist or not = no continuous gradient over structure = greedy search, not
gradient descent.

Feature-based attacks Structure-based attacks

Change flow attributes (bytes, duration, Add (cover flows) or remove flows in the
packet count. .. ) graph

Why feature attacks fail for NIDS

Changing flow features could create physically invalid traffic?
= Only structural attacks (injecting flows) are realistic.

’Pierazzi et al. 2020; Merzouk et al. 2022; Vitorino et al. 2023.
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Why Existing GNN Attacks Don't Fit NIDS

Edit existing flows Ignore reachability

abc

Need gradients or weights. Modify or delete existing flows.¢ Inject to any endpoint.€
NIDS reality: model is not NIDS reality: No access to NIDS reality: destination must
disclosed. historical data: injection only. have an open service port.
ZZﬂgner et_al. 2018. 9Bojchevski and Giinnemann ®Venturi et al. 2024.
Bojchevski and Giinnemann 2019.

2019.
“Chen et al. 2020.

Realistic constraints: no model parameters, injection-only, reachability

m Many black-box attacks® rely on soft labels; production NIDS expose hard labels only
(accept/drop).

m Repetitive near-identical queries can be detected and blocked®.

3Sheatsley et al. 2022; Wen et al. 2024; Mouzaoui et al. 2026.
*Mu et al. 2021.
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Threat Model

Capabilities: Knowledge:
m Controls one external endpoint v, m Black-box: no model weights or
m Injects new nodes (cover flows) gradients
toward reachable destinations m Hard-label: accepts or drops flows,
= Injection-only: cannot remove no confidence scores

or modify existing flows
= Reachability: target must have
open service ports

m Knows which destination endpoints
are reachable

m Queries the NIDS as an oracle

(one query per flow)

Objective: targeted evasion

Make the target NIDS g7 misclassify a specific malicious flow vg ,, as benign, by
injecting a sequence of cover flows.
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Attack Method (Step 1)

(c) Surrogate
model gs training

(b) hard-labels {g; }
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Attack Method (Step 2)

= (f) Surrogate model gs fooled (g) Transfer to
Target NIDS g1

(e) Features selection
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Flow Injection Graph Attack (FIGA) main steps

(d) Destination selection (e) Feature selection

o
oh,

vélg) = arg max
vevst

(t) _ : < 04 )
xy’ =arg max Cosine | —, Xy
c . X1 € Xbenign oxg
Pick the reachable endpoint whose
embedding has the largest influence on the Pick the flow in the pool that is best
evasion objective. aligned with the gradient direction.

¢ = attacker’s evasion objective

Computation

Both computed on the surrogate model.
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Attack Effectiveness

Surrogate
SAGE-4L GCN-4L GAT-4L
Target Queries ASRt F].t Ath Flt Ath F].t
SAGE-4L 102 0.870 0.230 0.710 0.450 0.740 0.413
SAGE-4L 103 0.990 0.020 0.990 0.020 0.969 0.059
SAGE-4L 10% 1.000 0.000 1.000 0.000 1.000 0.000
SAGE-4L 2 x10* 1.000 0.000 1.000 0.000 1.000 0.000
GCN-4L 102 0.990 0.020 0.990 0.020 0.970 0.039
GCN-4L 103 0.990 0.020 0.990 0.020 0.970 0.039
GCN-4L 104 0.990 0.020 0.990 0.020 0.990 0.020
GCN-4L 2x10* 0.990 0.020 0.990 0.020 0.990 0.020
GAT-4L 102 1.000 0.000 1.000 0.000 0.720 0.438
GAT-4L 103 1.000 0.000 1.000 0.000 0.980 0.039
GAT-4L 10* 1.000 0.000 1.000 0.000 1.000 0.000
GAT-4L 2x10* 1.000 0.000 1.000 0.000 1.000 0.000

Baselines (Random, Hard-GNN®):

ASR; = 0.000 / F1, = 1.000 at all budgets.

5Mu et al. 2021.

Table: Attack
Success Rate,
F1-score on
CIC-IDS2017
dataset, n = 100
injected cover
flows.
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Does Feature Selection Matter?

n injected cover flows FIGA FIGA-Random
ASR;1 F1.] ASR;T F1l.|

2 0.763 0.384 0.224 0.874

3 0.813 0.315 0.432 0.724

4 0.841 0.275 0.433 0.724

5 0.947 0.101 0.549 0.622

25 0.992 0.015 0.375 0.769

50 0.952 0.092 0.605 0.567

100 0.957 0.082 0.660 0.508

dataset = CIC-IDS2017, 20,000 queries, pool of 15 candidate flows, target SAGE-2L.

Key observation

Gradient-guided selection beats random sampling
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Transferability Across Architectures

ASR Target, with maximum 5 injected flows
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Figure: Attack Success Rate, on CIC-IDS2017 dataset
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Conclusion & Open Problems

Findings Open Problems
m Practical hard-label, black-box flow m Evaluation limited to two
injection attack (FIGA) still effective® benchmarks
m Influence-guided search is outperforming m Robustification: context-aware
other methods in a tight budget defenses are needed, such as
m Strong transferability & ASR across adversarial training with structural
diverse GNN architectures perturbations

®Code: github.com/MouzaouiMatthieu/FIGA-Flow-Injection-Graph-Attacks
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Thank you!

Questions?

matthieu.mouzaoui@inria.fr
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Experiments are conducted on the CIC-IDS2017 dataset (with label corrections)’ as

well as X-1loTID8. We partitioned the flow sets using a temporal-order-aware split.

Table: Each dataset is partitioned into three non-overlapped sets of network flows. We keep
50% of the flows for the NIDS training, and the last 20% for G

Dataset Split  # Endpoints # Flows # Benign +# Malicious
Gtrain 167134 429424 195949 233475
CICIDS-2017 Gs 119787 257652 117569 140083
gr 02195 171779 78380 93399
Gtrain 179785 299788 169406 130382
X-lloTID Gs 124987 179701 100724 78977
gr 00297 117453 67065 50388

"Sharafaldin et al. 2018; Lanvin et al. 2023.
8Al-Hawawreh et al. 2022.
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Backup — RQ1: Attack Effectiveness (X-1loTID)

SAGE-4L GCN-4L GAT-4L
Target Q ASR; F1; ASR: F1. ASR: F1.
SAGE-4L 10? 0.450 0.710 0.939 0.115 0.620 0.551
SAGE-4L 10° 0.530 0.640 0.951 0.093 0.870 0.230
SAGE-4L 10* 0.813 0.320 0.950 0.095 0.890 0.198
SAGE-4L 2 x 10* 0.940 0.113 0951 0.093 0.890 0.198
GCN-4L 10? 0.280 0.837 1.000 0.000 0.660 0.508
GCN-4L 10° 0.320 0.810 1.000 0.000 0.690 0.473
GCN-4L 10* 0.320 0.810 1.000 0.000 0.750 0.400
GCN-4L 2 x 10* 0.660 0.508 1.000 0.000 0.750 0.400
GAT-4L 10? 0.780 0.361 0910 0.165 0.650 0.519
GAT-4L 10° 0.620 0.551 0910 0.165 0.620 0.551
GAT-4L 10* 0.840 0.276 0910 0.165 0.810 0.319

GAT-4L 2x10* 0910 0.165 0910 0.165 0.870 0.230
Random / Hard-GNN°  0.000 ASR; / 1.000 F1; at Q = 2 x 10* (both)

Mu et al. 2021.
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Backup — RQ3: Transferability (X-1loTID)

ASR Target, with maximum 50 injected flows
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Figure: X-lloTID: ASR;, max. 50 cover flow nodes.
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Backup — Algorithm 1: FIGA Pipeline

Require: target g7; surrogate graph Gs; valid endpoint pool V&': feature pool Xy; budget N;

ep 1
objective ¢

Phase 1 — Offline surrogate training
Ys < query g7 with Q flows in Gs to obtain hard labels
Train local surrogate GNN gs using (Gs, Ys)

Phase 2 — Influence-guided flow injection, for t =1,..., N:

. ol
Structural selection: ve(,? - argmaxyey || o
\4

Feature selection: d <~ —, then xfc,t) = arg MaXy, € Xy, Cosine(d, xq)

6Xﬂ
Inject: G() «— gt=1) @ (vé,t,),x(ﬂt))
Early stop if £ > 0.5 on gs (stealth)
Return G.q, « G

Theoretical guarantee

Objective is weakly submodular = greedy achieves a (1 — e~ 7)-approximation of the optimum in
O(N - |X2%| - Cinr).
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Backup — Theoretical Guarantees

Theorem 1 — Weak Submodularity of FIGA

Under additive-only + endpoint-reachability constraints (and standard Lipschitz / curvature /
gradient-alignment assumptions), maximising the surrogate evasion objective s, is a ysur-weakly
submodular problem. Moreover

etar(m(sinj)) Z ‘esur(m(‘sinj)) - NE7

so maximising the surrogate loss lower-bounds the target's evasion loss.

Corollary 1 — Optimality Guarantee

The influence-guided greedy search (Algorithm 1) gives a (1 — e~ 7= )-approximation of the optimal

*

injected set O, converging in polynomial time O(N - |XF°%| - Ciyr).

Proposition 1 — Query Complexity of Baselines

Any hard-label, query-based (surrogate-free) zeroth-order attack needs at least
QY > Q(IVe| - | Xuarl)

queries per greedy step to identify the best injection with constant accuracy.
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Backup — Graph Representation & Message Passing

Heterogeneous graph: G = (VU Ve, &) Prediction margin (binary):

m Vj: flow nodes with feature vectors
. (5,‘ = Z,'[O] — Z,'[].]
m V., endpoint (IP:Port) nodes
m Each flow connects to source & destination 8, > 0: benign  d; < 0: malicious
endpoint
) ) Aggregation (AGGR) by
Message passing (relation 5 — «, layer architecture:
I): m GraphSAGE, GCN: mean pooling

(I+1) (N m GAT: weighted attention
mN(a) N AGGR{hb » Vb€ N(a)} m GIN: weighted sum

I+1) _ O] n . (1+1)
h‘(3 )= J(Wﬂ—m CONCAT(hg )’ mN(a) )) After L layers, each flow embedding is passed

to an MLP classifier returning logits z.
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GNN: Message Passing
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Figure: Graph Neural Network, aggregation.
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